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Arquitectura de una red cuantica. ETSI GS QKD

APPs

En redes programables (SDN) las funciones de red se envuelven con técnicas

propias de la Ingenieria del software y se exponen sus capacidades para dotar a
la infraestructura de programabilidad
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Arquitectura de una red cuantica. ITU-T Y.3800
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La red cuantica de Madrid ECCE

Red experimental de comunicaciones cuanticas como QKD.
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La red SDN de Madrid usa interfaces normalizadas del ETSI IGS QKD.

App 1 App 2
e Key extraction | .
Cl t i
0se connec m & T Red de usuario
Aplicacion @ @@ .
AV T IV : o
018 021
Gestién y <004 015 Controlador ‘ \ @
operacion LKMS Agente — Agente LKMS
SDN Red de gestion o
(UAM/QUD @ QUAM/QU/D
Sistema QKD Sistema QKD
~— _ Red dptica N -

Infraestructura cuantica



Criptografia cuantica

Center for
Computational

POLITECNICA

La red Madrid usa se integra con equipos y medios en produccion
Quijote e
- 4r_- - : SDN agent -oo-
4dB == TP |LKMS —e |
V[ P1 (38760) ; A ;
U [P2-3(37-36/59-58) - ' : 0
24.2 km X [P8(30/52) 5 - > 7 4 km
Quintin g 4B : e Ch21-24 Quevedo
P10 I % ¢ Ch40 " 5.4 dB
A (27/49) [ - : N
] v (™™ Server v [
% QKD - QKD 2\/
: ‘ DV A I |Cwifie] I, 1 N
R Server J Ch37-38 ~—— | M
Ch34 [ = 1310 nm | U
-
ﬁDM - }
0.9 dB Ch37-38 ¥ICh37!
4 dB MUX | traffic
Quirén
—
Legend 24.4km 8dB
QKD system QKD A /2 -:
Quantum DV-QKD IdQ e (Classical 10 GbE channel «——»  Switch: -
Quantum CV-QKD Huawei Classical 1 GbE channel <=------- +» - Encryptor o]
Dual classical WDM channel Number of optical fibers x> -AtL2 -AtL1



Criptografia cuantica

1310 nm)

= — = = = o= |
0 Ch37/38 Ch30 Ch24-21
Huawei ID Quantique 1 Huawei
-101 quantum distilation | distilation
channel Channel f channel
-201 BoA and R&S
(Quantum , encrypted
2-301 channel at } service

5

I
Ch37/38  Ch30 \ Ch24-21 s \
220 Huawei ID Quantique Huawei 4
quantum distilation distilation
301 channel Channel channel
i (pilot tone A—B and R&S
g 101 showing) (Quantum encrypted
g- channel at service
I - 1310 nm)
-50-
I e Ho AL
( Wl \ MWM/\M PATAYAE Wi
¢ -70 W{
: it

| THZ

Center for ALy
St
y medios en produccion.
—
S
E 7.4 km
Ch21-24 P =4 4B Quevedo
/AN
U
VL I 2

™\
M
U

X

|~

| 24.4km 8 dB
pu
el «——» Switch: [*=
2] -------- » - Encryptor (~=e]
s AC D -AtL2 -AtL1



Criptografia cuantica TCCS
® Simulation
' : 10 Ch49 (; Ch38 Ch30 ‘ Ch26
La red Madrid usa se integra con o N [ A St B
distilation | encrypted | distilatio [ channel
— -20 ‘
Quijote T — Channel | service ‘\ ‘\ channel ‘ H
=e----» [ B—A | and R&S
4dB :—» r----réEjo | Ch37/36 ||encryptecT ”
P1 (38/60) ! ’—% | RM data H ‘ service |
M - : -40 - channels | | |
U | P2-3 (37-36/59-58) - | |‘ (-
24.2 km X [FE G052 | =0 1] I
Quintin g 4B P10 i Vm 60 H\*}ui‘hﬁl "a #‘ Y ”J \ '.:'“ ‘l | lo
/A (27/49) ’ - LA LT TSV TRy Y
|- ‘.HU, l' l‘j ] Y “ I'A T
(] ) \ o= 70 L" q i fmu‘,‘{ i f V W‘“"’l‘-vw“h'ﬂl‘*t’w
% QKD
2 ‘ DV A I |Ewfle] 1960 1955 195.0 1945 194.0 1935 193.0 1925 THz
10 e = ———————
— Server .
Ch34 o Ché0 Ch59/58, Chs2 | Ch27
Adva datal n Huaweti ID Quantique
7 OADM — -10 encrypted| hannels distilation |distilation
0.9 dB Ch37-38 service ‘ ‘ | H channel Channel
20 ‘ ‘ ‘ and R&S A—B
. & encrypted
%% 230 i ‘ service | ‘
Legend ‘ H |
-40 ‘ | ||cnas I
QKD system QKDA — - \|l\ r| 'RM data 1
Quantum DV-QKD IdQ ————— (Classical 11 -50 M“ \f i ‘} Ji‘:ha‘nnel i ? \K 'w
1
Quantum CV-QKD Huawei Classical 1 60 M h‘fﬂ._."[.-{m i un'M Mﬂmﬁ m. il M q! M h \1 ‘W m I’\
- ' H,“n,‘m';l ' AT \ |.r q || i |
Dual classical WDM channel Number of " Tills Wil | C W

196.5 196.0 1955 195.0 194.5 194.0 193.5 193.0 192.5

THz



Criptografia cuanti

La red Madrid usa se int

Quijote f'_zl-[’ 113
- i/
4 dB -
M| P1 (38/6 ]@
u P23 A ’(,
24.2 km X [ P8 (30/524w4
Quintin g 4 P10 ‘
(/\] ) (27/49) \
27 B
Ch34
L/ oaom \
0.9 dB
Legend
QKD system QKD 4
Quantum DV-QKD IdQ
Quantum CV-QKD Huawei

Dual classical WDM channel

N .
go= A (raffic

RN
: M
310nm |U
X
/

Center for
Computational

Simulation POLITECNICA

Other
RM

S
E 7.4 km
Ch21-24 '
p 5.4 dB Quevedo
/A
' ' (]
7 1 ™
—)

km 8 dB

__»  Switch: [*=
-- —EncryptorEl

D -AtL2 -AtL1




Criptografia cuantica

POLITECNICA

Se ensayan aplicaciones criptograficas realistas e industriales.

Quintin-Quijote encrypted service. Rate vs. time.
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Se ensayan aplicaciones criptograficas realistas e industriales.
Latency with and without OPoT. Concepcion-Distrito-Norte
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Se ensayan aplicaciones criptograficas realistas e industriales.
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Quantum mechanics is an abstract model that describes possible states of reality
with vectors of a Hilbert space
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In the early years of the 20th century some observed microscopic phenomena included:

e That physical restraints discretized the set of possible quantities;

O e. g. boundary conditions fix certain energy levels.

"5 ) 5 . 2 .
[RALYANS . NN

O information acquisition results in uncertain experiments.

e That exist some quantity conservation laws such as energy: T

O I. e. no-cloning theorem or no-deleting theorem. |0> | 1)

These observations resulted in an abstract model called qguantum mechanics.

IBM’s Making of a Circular Quantum Corral
Image originally created by IBM Corporation. Reproduced in accordance with IBM Copyright
Permission number 30872, source: https://www.flickr.com/photos/21746695@N03/2104347312/
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® Simulation

In the early years of the 20th century some observed microscopic phenomena included:

e That physical restraints discretized the set of possible quantities;

O e. g. boundary conditions fix certain energy levels. ® '

® That exist some quantity conservation laws such as energy: I |

O i. e. no-cloning theorem or no-deleting theorem. |0> | 1)

These observations resulted in an abstract model called quantum mechanics.

IBM’s Making of a Circular Quantum Corral
Image originally created by IBM Corporation. Reproduced in accordance with IBM Copyright
Permission number 30872, source: https://www.flickr.com/photos/21746695@N03/2104347312/
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Phenomena Classical paradigm | Quantum paradigm | Possible advantage / disadvantage
Nature General: N, R Extra features e. g. entanglement
Specific: C C, QM _
Not known easy programming
Representation Bits / trits / ... Qubits / ... / qudits
Bauds Bauds
Reading Deterministic Stochastic / noisy Difficult error correction
Evolution Verificable Unverifiable Difficult error correction
Copying (cloning) | Possible Impossible Difficult error correction
Secure key distribution
Deleting Possible Impossible Theoretical energy saving
Hiding Possible Impossible Difficult error correction

Secure blind computing
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In quantum information theory identifies information is physical |

resources in quantum mechanics either Rolf Landauer -

® to produce orto consume them. ‘

Bit Classical information obtained [ s

when ‘tossing’ a ‘binary’ coin 0 \ 1 /
-~ — >
e ()
a 1 _I_ (1 a) O T— Measures 41
Qubit Quantum information obtained a Phase!

when ‘tossing’ a ‘binary complex’
coin. I 1)

!

8% ‘O> —|— /6 ‘1> 8 17 Possible Measures —1

———\'\ A ———— -

— Y

Landauer image: https://physicstoday.scitation.org/do/10.1063/PT.6.6.20190204a/full/
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