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25-30%

Operational network
efficiency
improvement with
anomaly detections *

>10%

Reduction in customer
cases reported with
anomaly detections **

20x

By using predictive
maintenance tools,
enterprises can speed up
the operations by 20
times and with higher
accuracy ***

* Source: Analysys Mason .ﬂ.l{:a t'EI*LUCE r'it @

** Source: TM Forum
*** Source:_Globenewswire
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https://www.analysysmason.com/
https://www.tmforum.org/
https://www.globenewswire.com/en/news-release/2022/04/01/2414717/28124/en/The-Worldwide-Predictive-Maintenance-Industry-is-Expected-to-Reach-18-6-Billion-by-2027.html

ALE OmniVista Network Advisor is an
intelligent autonomous system providing
real-time network monitoring, alert of
potential risks and remediation of network
issues.

OmniVista Network Advisor
Al-based Network Ops companion

An IT essential network operations

owere |_| °
poveredty & companion

v" Helping to minimize risks & network downtime

v Maximizing Quality of Experience !

Alcatel-Lucent @

Commercial Name: “Alcatel-Lucent OmniVista Network Advisor” Enterprise



OMNIVISTA NETWORK ADVISOR

Identify

Detect issues/anomalies &
trigger immediate alert

Understand the normal network
behavior with Artificial
Intelligence & Machine Learning

Mitigate

Propose a solution & the ability
to fix the issue in one tap

Automatic corrective actions
for abnormal behavior and
cybersecurity threats

7

7

Optimize

Network fine tuning for better
quality of experience

Leverage Rainbow CPaaS:
collaborate to react faster and
connect to applications and
other Als

Makes your IT team operations much easier!

Enterprise
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NETWORK ISSUES LIFECYCLE
Where can the ALE OmniVista Network Advisor help you

Production
Environment

- Audit the
configuration - Continuous Data Collection
- Early Detection
- Preventive remediation with Admin Notification

- Instantaneous intervention

- Minimize impact & side effects

- Proactive data collection & Admin
Notification

- Continuous Data Collection

Problem closed User problem

observed

- Facilitate the capture of
information

Partner creates
Service Request

Alcatel-Lucent @
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NETWORK ADVISOR

BUILT ON TOP OF YEARS OF ALE TAC KNOWLEDGE

66%

of configuration and information
requests are already known

For each new case, Technical
Support Expert verify if the answer
or solution already exists

Network Advisor provides immediate
resolution to known problems

If not, he creates a new article in the
knowledge base sharing the question
and the solution for next customer call

Alcatel-Lucent @
Enterprise



EXAMPLE: A LARGE UNIVERSITY WITH MULTIPLE CAMPUSES

20
#Sw Issues
18
16
14 = 66% less issues related to
configuration or from external
12 origins
10 . .
Substantial less impact on users and
8 much less IT effort in
6 troubleshooting
4 = ALE goal: “Zero known SW issues
impacting our customers’
2 networks”
0 m s s == =
Qtr1  Qtr2 Qtr3 | Qtr4 Qtr1  Qtr2 Qtr3 Qtrd Qtr1 | Qtr2
2020 2021 2022
#Known 13 7 3 4 1 4 6 5 3 6
#New 6 1 2 2 1 1 1 1

Alcatel-Lucent @

Enterprise



12:00 = .l [

< OMNIVISTA NETWORK ADVISOR \/

Fix a network issue i n Anetwqu !anp has been detected @
on OmniSwitch 6865/A- (N
one tap

172.25.159.150-Linkagg 2

. Linkagg 2 untl the loop i fixed é~i§
Network Advisor detects network %
issues and can apply a solution i
directly from your smartphone

Linkagg 2 has been temporarily
disabled to remediate to the
network loop

Remediation commands

3 execution outputs and
#lnStantaneous additional logs from the switch

have been collected to ease further
analysis

#mobility

#time saving

Alcatel-Lucent @
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@ ALE Network Advisor

Less effort to

troubleshoot &

Network Advisor captures %
data essential to

troubleshoot an issue when

it occurs

Custom anomaly «Disconnections» has been
detected on device
0S6860E-P24-Building7/172.25.159.15

We recommend to collect logs from the device

Collect logs
@ Nolwenn Simen =
v ~ly
G
=

@ Stephan Robb
g

Laurent Burton Logs related to «Disconnections» detected on
device 0S6860E-P24-Building7/172.25.159.15
have been collected.

@ ALE Networ

@ Samuel Chapman e
g These logs have been saved to o

@ Victor Hankins fvar/log/netadw/attachments/ _ _
5 20221206_230123_0S6860E-P24Building7_ @ Victor Hank

disconnections.log

Jack Chung
Jack Chung
.
Get logs o
@ Daniela Moreno
o Technical Knowledge Base @ Peter Nowal
5 >
@ Peter Nowakowski =
d

real data
automatic captureEss

Heffortless
Alcatel-Lucent @

Enterprise



12:00 = ol [k
< OMNIVISTA NETWORK ADVISOR v

A DDoS Attack has been detected on
ete( t rea( :t to Omniswitch DS6860A/172.25.159.150 &
- Port 171722 (‘WV"

Details:

°
security threats
* DDoS source IP
Address: 158.42.353.193
« DDoS source device MAC Address:
e8.eT:32:f:47.4b

N etwo rk AdVisor acce Ierates Secu ri ty We recommend blocking the MAC Address

threat detection, reaction &
mitigation %

] Rermember my decision abowe

As an alternative, you can choose to
disable the switch’s port

Disable Port

Attacking device’s MAC Address has
been blocked to temporarily remediate
to the DDoS issue.

#mobility

H H H We have collected remediation

#CO ntl n u 0 u S m 0 n |t0 rl ng comm;nds execution outputs. These
logs have been saved to var/log/
netadw/attachments/20221207_

103124_0568604_ddos.log

Hsecurity

Alcatel-Lucent @
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8:55 Z il [
< OMNIVISTA NETWORK ADVISOR v/

o L4 L4 A Spanning Tree issue has been
0 n 'I u rat'l 0 n u 'I t detected on OmniSwitch OS6860E-P24 - &
Building?/172.125.159.150. (W)
Spanning Tree is running per-vlan mode ‘
but disabled vlan(s)-68-73.

We recommend enabling STP on this

OmniVista Network Advisor alerts on e
possible provisioning errors and %

:
proposes corrections

Spanning Tree has been enabled on
vlan(s) 68-73 to fix the STP configuration

issue detected on OmniSwitch
OS6860E-P24_ Building7/172.25.159.150.

We have collected remediation
commands execution outputs and

additional logs from the switch to ease
further analysis.

. These logs are s_aye_d to uar_f!ogmetadw
e ok
:
#best practices

Alcatel-Lucent @
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6:24 = il [

( OMNIVISTA NETWORK ADVISOR \/

o o A network storm has been detected
Networ Mon]to r'l n on OMNiSwitch6865-A/172.25.159.150 - &
1/1/52 (W)
+ Storm type: broadcast ‘

We recommend to disable the port

The solution is able to benchmark your 9%
network behaviors and highlight any

sudden change

Port 1/1/52 has been disabled to
temporarily remediate to the Network
Strorm detected on OmniSwitch
6865-A/172.25.159.150

We have collected remediation
commands execution outputs and
additional logs to ease further analysis.

These logs have been saved to /var/

log/metadv/attachments/20221207_
103211_056865-A_network_storm.log

H#cover the unknown |

Alcatel-Lucent @

Enterprise




Improve the QoE

Control and adapt in real time, the
functional parameters of your
hardware

Hautonomous network

H#adjust QoE

< OMNIVISTA NETWORK ADVISOR

Z= il

The performances of your
WLAN decreases, reflecting a
degradation in the QoE of the
connected users

Do you want to adjust the Radio
parameters?

YES

You selected YES and the new
radio parameters have been
configured with the
reestablishment of the QoE
expected for the network.

v



OMNIVISTA NETWORK ADVISOR RELEASE 1.0
HYBRID ARCHITECTURE

An intelligent service combining edge processing and cloud technology

(0D | | B

. Microsoft
Omr.nVlst I Teams
a Cirrus

(future)

OmniVista Network Advisor

. Management Application
- A,
I 1% .
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OmniVista Network Advisor

Companion Service
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